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Original publisher: Washington : U. S. G. P. O. , 2010. LC Number: KF26 . A7 2009j OCLC Number:
(OCoLC)535176482 Subject: Intelligence service -- United States. Excerpt: . . . 11 for exploitation and potentially
for disruption or destruction, and its being done by an increasing array of both non-state and state adversaries.
Network defense technologies are widely available to mitigate threats, but they have not been uniformly
adopted. A number of nations, including Russia and China, can disrupt elements of our information
infrastructure. We must take proactive measures to de-tect and prevent intrusions before they cause significant
damage. We must recognize that cyber defense is not a one-time fix. It re-quires a continual investment in
hardware, so ware, and cyber de-fenses. In conclusion, the international security environment is complex. The
global financial crisis has exacerbated what was already a growing set of political and economic uncertainties.
Were neverthe-less in a strong position to shape a world reflecting universal aspi-rations and the values that
have motivated Americans since 1776: human rights, the rule of law, liberal market economics, and social
justice. Whether we can succeed will depend on actions we take here at home, restoring strong economic
growth and maintaining our scientific and technological edge, and defending ourselves at reasonable cost,
while preserving our civil liberties. It will also depend on actions abroad, not only how we deal with individual
regions, individual regimes, individual crises, but also on how we develop a new multilateral system, formal or
informal, for e ective international cooperation in areas like trade and finance, in neutralizing extremist
groups using terrorism, in controlling the proliferation of weapons of mass destruction ( WMD ), in developing
codes of conduct for cyberspace and space, and in...
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